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1. Definitions and interpretation in the Agreement:
“Agreement” these terms and condition; the CS agreed between the Parties; the Schedules to these terms and conditions insofar as applied by a CS; and any amendments to them from time to time;
“AUP” means Securus’ Acceptable Use Policy attached hereto;
“Business Day” any weekday, other than a bank or public holiday in England;
“Business Hours” between 09:00 and 17:30 on a Business Day;
“Charges” the amounts payable by the Customer to Securus under or in relation to this Agreement (as set out in the CS);
“Clause” means a clause of these terms and conditions;
“Confidential Information” means all information which is marked or designated as confidential or should otherwise be considered confidential due to its nature (and includes but is not limited to electronic data or databases, drawings, films, documents, computer readable media or oral information) which is disclosed by one Party (the "Disclosing Party") to the other (the "Recipient") or otherwise obtained by the Recipient in respect of the Disclosing Party and their business and operations. 
“Confidential Information” includes, but is not limited to, commercial, financial and technical information and data and information and data which concern the Parties' current and future products and services, customers, suppliers, licensors and marketing plans (if any) in connection with the provision of the Applications and/or Services or receipt of the Consultancy Services under this Agreement;
“Customer” means the company, firm or person specified in the CS;
"Customer Environment" the Customer's IT infrastructure;
“CS” means the contract schedule, signed by the Parties detailing the Service(s) to be provided;
“Data Protection Legislation” means (i) unless and until the GDPR is no longer directly applicable in the UK, the General Data Protection Regulation ((EU) 2016/679) and any national implementing laws, regulations and secondary legislation, as amended or updated from time to time, in the UK and then (ii) any successor legislation to the GDPR or the Data Protection Act 2018;
“Effective Date” means the date of execution of the Agreement by Securus;
“Force Majeure Event” means an event, or a series of related events, that is outside the reasonable control of the Party affected (including failures of or problems with the internet or a part of the internet, hacker attacks, viruses that are not protected against via an up to date anti virus software package or other malicious software attacks or infections, industrial disputes affecting any third party, changes to the law, disasters, explosions, fires, floods, riots, terrorist attacks, wars, pandemics and epidemics);
“Intellectual Property Rights” means all intellectual property rights wherever in the world arising, whether registered or unregistered (and including any application), including copyright, know-how, moral rights, trade secrets, business names and domain names, trademarks, service marks, trade names, patents, petty patents, utility models, design rights, semi-conductor topography rights, database rights, rights in any software and all rights in the nature of unfair competition rights or rights to sue for passing off;
“Initial Term” means a period stated in the CS which will commence from the Start Date;
“Securus” Means Securus Communications Ltd (Company No: 07917968);
“Schedules” means any schedules attached to this Agreement;
“Services” means the services provided under the Agreement as specified in the CS and Schedules;
“Site”, “Sites”, or “Site(s)” means the Customer’s premises at which the Services will be delivered, as set out in the Securus quote as detailed in the CS.
“Start Date” means the date that the Customer acknowledges that the Services are live at all the relevant Sites after being requested to do so by Securus. Confirmation from the Customer will be provided within 2 Business Days of Securus’ request for such acknowledgement, failure to provide such acknowledgement will be considered deemed acceptance;
“Supplied Equipment” means any equipment, including systems, cabling or facilities, provided by Securus to the Customer and used directly or indirectly in the supply of the Services.
“Term” means the entire term of the Agreement as detailed in the CS.
In the Agreement, a reference to a statute or statutory provision includes a reference to: (a) that statute or statutory provision as modified, consolidated and/or re-enacted from time to time; and (b) any subordinate legislation made under that statute or statutory provision. The Clause headings do not affect the interpretation of the Agreement.

2. Term. This Agreement will commence in the date it is signed by the Parties. The Initial Term will commence on the Start Date and will continue until the end of the Initial Term, upon which it will continue as detailed in the CS.

3. Services. 
3.1 Securus will provide to the Customer during the Term the Services specified in the applicable CS. Any dates for the provision of Services will be estimates only and time for performance by Securus shall not be of the essence of this Agreement.
3.2 Except as set out in this Agreement, installation of all necessary equipment shall be within 75 days of the date of this Agreement. 
3.3 Within 15 days of the date of this Agreement, a Site survey will be carried out to assess the accessibility of the Site(s) for the communication line(s). If the results of that survey show that either the 75 day lead time cannot be achieved or additional construction costs are required to access the Site(s), the Customer may terminate this Agreement within 10 days of receiving the results of the survey and no Charges will be incurred.
3.4 If installation is not completed within 3 weeks of the target date provided to the Customer (based upon a standard lead time of 75 days from date of order and provided that any delay is not caused by way leave, highway or any other issues outside Securus’ control) the Customer has the right to terminate the Agreement.
3.5 If Securus' performance of its obligations under this Agreement is hindered, prevented or delayed by any act or omission of the Customer, the Customer's agents, sub-contractors or employees, the Customer will be liable to pay Securus on demand all direct costs that Securus has committed to in order to fulfil this Agreement, subject to Securus confirming such costs, charges and losses to the Customer in writing. Securus will use all reasonable endeavours to prevent such losses and if they should arise to minimise them where possible.

4. Customer obligations. 
4.1 The Customer will co-operate with the Securus in all matters relating to this Agreement. 
4.2 The Customer will provide Securus with all necessary and timely: co-operation; information; access to Site(s); assistance from the Customer’s personnel; power provision to power the Site router(s); and data and documentation (to include where to terminate the communications line(s), Site contacts and Site address(es)) reasonably required for the provision of the Services. 
4.3 The Customer will be responsible for procuring any third-party co-operation reasonably required for the provision of the Services and be responsible (at its own cost) for preparing the relevant premises for the provision of Services.
4.4 The Services are provided to the Customer only, and the Customer must not resell or otherwise provide or make available the Services to any third party. The Customer shall also ensure that no element of the Customer Environment is connected to a third party system or other service, communications system or network in such a way that the Services may be accessed by unauthorised third parties. 
4.5 The Customer agrees and accepts that the Services may be used only for lawful purposes and that transmission, distribution or storage of any material in violation of any applicable law or regulation is prohibited. 
4.6 The Customer accepts as a condition of this Agreement, to abide by the AUP.
4.7 The Customer shall inform Securus of all health and safety and security requirements that apply at the Customer's premises, and obtain and maintain all necessary licences and consents and comply with all relevant legislation as required to enable Securus to provide the Services, including in relation to the installation and use of any equipment insofar as such licences, consents and legislation relate to the Customer's business, premises, staff and equipment.
4.8 The Customer shall keep, maintain and insure the Customer Environment and Supplied Equipment in good condition and shall not dispose of or use any Supplied Equipment or Securus equipment other than in accordance with Securus’ written instructions or authorisation.

5. Charges and payment
5.1 Securus will issue invoices for the Charges to the Customer in accordance with the provisions of the CS.
5.2 The Customer will pay the Charges to Securus in full on the due date without any set off as detailed within the CS.
5.3 All Charges stated in or in relation to the Agreement are stated exclusive of delivery, packaging, packing, shipping, carriage, insurance, VAT and other charges and duties.
5.4 If the Customer does not pay any amount properly due to Securus under or in connection with the Agreement, Securus may: 
5.4.1 charge the Customer interest on the overdue amount at the rate of 2% per year above the base rate of HSBC Bank Plc from time to time (which interest will accrue daily and be compounded quarterly) or at the statutory rate applicable to the late payment of commercial debts, if higher;  and
5.4.2 upon the payment not being received 30 days following the due date, and upon giving the Customer 10 working days’ notice, withhold performance of the Services until all payment of overdue sums has been made or terminate this Agreement. 
5.5 For the avoidance of doubt, at the start of this Agreement and/or the start of any new Service, the applicable implementation work (if any) shall not begin until the Set-up Charges due in advance (if any) in relation to such services, have been received by Securus.
5.6 After the Initial Term, the Charges shall increase annually (on each anniversary of the Start Date) by the rate of increase in the Retail Price Index in the preceding 12 months. The Customer shall receive no less than 7 days’ written notice of any such variation. Such variations shall take effect upon expiry of such notice and the Customer may exercise its termination rights, described below, in relation to such variation.
5.7 Securus may at any time, by giving 30 days’ notice to the Customer, increase the price of the Services to reflect any increase in the cost of the Services that is forced upon Securus, or due to any factor beyond Securus's control (including foreign exchange fluctuations, increases in taxes and duties, or  increases in supplier’s costs).

6. Warranties
6.1 The Customer warrants to Securus that it has the legal right and authority to enter into and perform its obligations under the Agreement and that any materials or other elements of the Customer Environment provided to Securus by or on behalf of the Customer, and the use by Securus of such in connection with this Agreement, will not infringe any person's Intellectual Property rights or other legal rights and will not breach any applicable laws or legislation.
6.2 Securus warrants to the Customer: (a) that it has the legal right and authority to enter into and perform its obligations under the Agreement; and (b) that it will perform its obligations under the Agreement with all reasonable care and skill. The warranties under this Clause 6.2 shall not apply to the extent that such non-conformance is caused by use of the Services contrary to Securus’ instructions, or modification or alteration of the Services by any other Party other than Securus or its authorised agents.
6.3 Any warranty provided to Securus in respect of third-party equipment and/or software supplied under the CS shall, where possible, be transferred to the Customer, subject to any terms or restrictions imposed by the manufacturer.
6.4 Securus does not warrant that any products, outside of what is being provided under this Agreement, will be fit to operate in conjunction with the Services provided under this Agreement.

7. Not used. 

8. Limitations and exclusions of liability
8.1 Nothing in the Agreement will: (a) limit or exclude the liability of a Party for death or personal injury resulting from negligence; (b) limit or exclude the liability of a Party for fraud or fraudulent misrepresentation by that Party; (c) limit any liability of a Party in any way that is not permitted under applicable law; or (d) exclude any liability of a Party that may not be excluded under applicable law.
8.2 The limitations and exclusions of liability set out in this Clause 8 and elsewhere in the Agreement: (a) are subject to Clause 8.1; (b) govern all liabilities arising under the Agreement or any collateral contract or in relation to the subject matter of the Agreement or any collateral contract, including liabilities arising in contract, in tort (including negligence) and for breach of statutory duty.
8.3 The Services under this Agreement are provided “as is” without implied warranties, conditions or other such terms. Furthermore, Securus will not be liable in respect of: (a) any losses arising out of a Force Majeure Event (b) any loss of profits, income, revenue, use, production or anticipated savings; (c) any loss of business, contracts or commercial opportunities; (d) any loss of or damage to goodwill or reputation; (e) any loss or corruption of any data, database or software; (f) any special, indirect or consequential loss or damage.
8.4 Securus's liability under and in relation to this Agreement and any collateral contracts, including for tortious acts or omission including negligence, will in relation to any event or series of related events not exceed the total amount paid or (if greater) payable by the Customer to Securus for the Services under this Agreement during the 12 month period immediately preceding the event or events giving rise to the claim.


9. Confidentiality. (a) Each Party will keep confidential the Confidential Information of the other Party, and will not disclose that Confidential Information except as expressly permitted by this Clause 9; (b) Each Party will protect the Confidential Information of the other Party using at least reasonable security measures; (c) The Confidential Information of a Party may be disclosed by the other Party to its employees and professional advisers, provided that each recipient is legally bound to protect the confidentiality of the Confidential Information; (d) These obligations of confidentiality will not apply to Confidential Information that: (i) has been published or is known to the public (other than as a result of a breach of the Agreement); (ii) is known to the receiving Party, and can be shown by the receiving Party to have been known to it, before disclosure by the other Party; or (iii) is required to be disclosed by law, or by an order (binding upon the relevant Party) of a competent governmental authority, regulatory body or stock exchange.

10. Publicity. Neither the Customer nor Securus will make any public disclosure relating to the Agreement (including press releases, public announcements and marketing materials) without the prior written consent of the other Party.

11. Termination
11.1 After the Initial Term, either Party may terminate the Agreement in line with the provisions made in the CS.
11.2 Either Party may terminate the Agreement by giving 30 days written notice to the other Party if the other Party: (a) commits any material breach of any term of the Agreement, and: (i) the breach is not remediable; or (ii) the breach is remediable, but the other Party fails to remedy the breach within 30 days of receipt of a written notice requiring it to do so; or (b) persistently breaches the terms of the Agreement, where for the purposes of this Clause 11, “persistently” shall be defined as twice  in any 12 month rolling period.
11.3 Either Party may terminate the Agreement immediately by giving written notice to the other Party if: (a) the other Party: (i) is dissolved; (ii) ceases to conduct all (or substantially all) of its business; (iii) is or becomes unable to pay its debts as they fall due; (iv) is or becomes insolvent or is declared insolvent; or (v) convenes a meeting or makes or proposes to make any arrangement or composition with its creditors; (b) an administrator, administrative receiver, liquidator, receiver, trustee, manager or similar is appointed over any of the assets of the other Party; (c) an order is made for the winding up of the other Party, or the other Party passes a resolution for its winding up (other than for the purpose of a solvent company reorganisation where the resulting entity will assume all the obligations of the other Party under the Agreement); (d) (where that other Party is an individual sole-trader) that other Party dies, or as a result of illness or incapacity becomes incapable of managing his or her own affairs, or is the subject of a bankruptcy petition or order.
11.4 In the event that (i) a fault of the same type occurs at the same Site in 3 consecutive months; and (ii) the occurrence of such fault on such consecutive occasions can reasonably be considered to be a material breach of the Agreement by Securus, the Customer may terminate the Agreement by giving one month’s notice and, for the avoidance of doubt, Securus’s right to remedy the fault, under clause 11.2 above, shall not apply.
11.5 In the event of any unauthorised use of the Services by or through the fault of the Customer, Securus shall be entitled to terminate access indefinitely or temporarily as it deems appropriate and to terminate this Agreement as described above in the event of a material breach.

12. Effects of termination
12.1 Termination of the Agreement will not affect either Party's accrued rights (including accrued rights to be paid) as at the date of termination.
12.2 Subject to Clause 12.1, upon termination all the provisions of the Agreement will cease to have effect, save that: the provisions of the Schedules and CS’s expressed to survive and continue to have effect will do so in accordance with their terms.
12.3 If the Agreement is terminated under Clause 11.1, or by the Customer under Clause 11.2 or 11.3 (but not in any other case) the Customer will be entitled to a refund of any Charges paid by the Customer to Securus in respect of any Services which were to be performed after the date of effective termination, and will be released from any obligation to pay such Charges to Securus (such amount to be calculated by Securus using any reasonable methodology).
12.4 Save as provided in Clause 12.3, the Customer will not be entitled to any refund of Charges on termination, and will not be released from any obligation to pay Charges to Securus.

13. Non-solicitation. Neither Party will, without the other’s prior written consent, from any time from the date of this Agreement to the period of 6 months after termination of this Agreement, directly or indirectly, either for itself or for any other person, firm or company engage, employ or otherwise solicit for employment or hire any employee or contractor of the other party.  Any consent given by Securus in accordance with this clause  shall be subject to the Customer paying to Securus a sum equivalent to 20% of the then current annual remuneration of employee, consultant or subcontractor or, if higher, 20% of the annual remuneration to be paid by the Customer to that employee, consultant or subcontractor..

14. Intellectual Property Rights ("IPR"). Unless otherwise provided in a CS, all IPR in the Services, in all materials connected with the Services and any and all materials developed or produced in relation to this Agreement shall be owned by Securus or its licensors.  The Customer shall not, during the Term of this Agreement or otherwise, permit or cause to occur any infringement of such IPR.

15. Notices. Any notice given under the Agreement must be in writing and must be delivered personally or sent by pre-paid first-class post, for the attention of the relevant person, and to the relevant address. A notice will be deemed to have been received at the relevant time set out below (or where such time is not within Business Hours, when Business Hours next begin after the relevant time set out below): (a) where the notice is delivered personally, at the time of delivery; (b) where the notice is sent by first class post, 48 hours after posting.

16. General
16.1 No breach of any provision of the Agreement will be waived unless such waiver is made expressly in writing by the Party not in breach.
16.2 If a Clause of the Agreement is determined by any court or other competent authority to be unlawful and/or unenforceable, the other Clauses of the Agreement will continue in effect. If any unlawful and/or unenforceable Clause would be lawful or enforceable if part of it were deleted, that part will be deemed to be deleted, and the rest of the Clause will continue in effect (unless that would contradict the clear intention of the Parties, in which case the entirety of the relevant Clause will be deemed to be deleted).
16.3 Nothing in the Agreement will constitute a partnership, agency relationship or contract of employment between the Parties.
16.4 The Agreement may not be varied except by a written document signed by or on behalf of each of the Parties.
16.5 The Agreement is made for the benefit of the Parties, and is not intended to benefit any third party or be enforceable by any third party.  The rights of the Parties to terminate, rescind, or agree any amendment, waiver, variation or settlement under or relating to the Agreement are not subject to the consent of any third party.
16.6 Subject to Clause 8.1: (a) the Agreement will constitute the entire agreement between the Parties in relation to the subject matter of the Agreement, and supersedes all previous agreements, arrangements and understandings between the Parties in respect of that subject matter; and (b) neither Party will have any liability other than pursuant to the express terms of the Agreement.
16.7 The Agreement will be governed by and construed in accordance with the laws of England and Wales; and the courts of England will have exclusive jurisdiction to adjudicate any dispute arising under or in connection with the Agreement.

17. Data Protection
17.1 Both Parties will comply with all applicable requirements of the Data Protection Legislation. This Clause 17 is in addition to, and does not relieve, remove or replace, a party's obligations under the Data Protection Legislation.
17.2 The Parties acknowledge that for the purposes of the Data Protection Legislation, the Customer is the data controller and Securus is the data processor (where “Data Controller”, “Data Processor”, “Personal Data” and “Data Subject” have the meanings as defined in the Data Protection Legislation).
17.3 Without prejudice to the generality of Clause 17.1, the Customer will ensure that it has all necessary appropriate consents and notices in place to enable lawful transfer of the Personal Data to Securus for the duration and purposes of this Agreement.
17.4 Without prejudice to the generality of Clause 17.1, Securus shall, in relation to any Personal Data processed in connection with the performance by Securus of its obligations under this Agreement:
(a) process that Personal Data only on the written instructions of the Customer unless Securus is required by the laws of any member of the European Union or by the laws of the European Union applicable to Securus to process Personal Data (“Applicable Laws”). Where Securus is relying on laws of a member of the European Union or European Union law as the basis for processing Personal Data, Securus shall promptly notify the Customer of this before performing the processing required by the Applicable Laws unless those Applicable Laws prohibit Securus from so notifying the Customer;
(b) ensure that it has in place appropriate technical and organisational measures, reviewed and approved by the Customer, to protect against unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of, or damage to, Personal Data, appropriate to the harm that might result from the unauthorised or unlawful processing or accidental loss, destruction or damage and the nature of the data to be protected, having regard to the state of technological development and the cost of implementing any measures (those measures may include, where appropriate, pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of its systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the technical and organisational measures adopted by it);
(c) ensure that all personnel who have access to and/or process Personal Data are obliged to keep the Personal Data confidential; and
(d) not transfer any Personal Data outside of the European Economic Area unless the prior written consent of the Customer has been obtained and the following conditions are fulfilled: (i) the Customer or Securus has provided appropriate safeguards in relation to the transfer; (ii) the data subject has enforceable rights and effective legal remedies; (iii) Securus complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred; and (iv) Securus complies with reasonable instructions notified to it in advance by the Customer with respect to the processing of the Personal Data;
(e) assist the Customer in responding to any request from a Data Subject and in ensuring compliance with its obligations under the Data Protection Legislation with respect to security, breach notifications, impact assessments and consultations with supervisory authorities or regulators;
(f) notify the Customer without undue delay on becoming aware of a Personal Data breach;
(g) at the written direction of the Customer, delete or return Personal Data and copies thereof to the Customer on termination of the Agreement unless required by Applicable Law to store the Personal Data; and
(h) maintain complete and accurate records and information to demonstrate its compliance with this Clause 17 and allow for audits by the Customer or the Customer's designated auditor.
17.5 The Customer does not consent to Securus appointing any third party processor of Personal Data under this Agreement.
17.6 Either Party may, at any time on not less than 30 days’ notice, revise this Clause 17 by replacing it with any applicable controller to processor standard clauses or similar terms forming party of an applicable certification scheme (which shall apply when replaced by attachment to this Agreement).



Definitions that will apply within this schedule

"Downtime/Downtime Hours" means the time (during the time the Services are contracted to be provided to each Site in accordance with the CS) calculated on a per second basis after an interruption has been reported, or detected by the Securus monitoring Service, in accordance with this Agreement during which the Services are not available at the Sites, excluding (a) all interruptions to Services for planned maintenance or other causes agreed in advance, and (b) interruptions resulting from a Force Majeure  Event or any breach of this Agreement by the Customer;

“Major Service Outage” means an interruption to the Services caused by an issue outside Securus’ control, such as an issue with a telecommunications network; 

"Services" means the provision of the managed IP VPN MPLS Services described in paragraph ‎2.1; Centralised Internet Access Services described in paragraph 3; and Internet Access Services described in paragraph 4; and

"Supplied Equipment" means equipment, hardware and software listed in the CS which Securus agrees to provide in order to provide the Services to Sites.

References in this Schedule to “clauses” and “paragraphs” or “Paragraphs” are to the clauses and paragraphs of this Schedule, unless otherwise stated.

2.	IPVPN MPLS Services (This Paragraph 2 will apply if and only if IPVPN MPLS Services are specified in a CS.)
2.1	Managed IPVPN MPLS Services comprise: (a) provision and support of access line services to the MPLS core network; (b) installation, configuration and ongoing management and maintenance of the Supplied Equipment identified in respect of each Site detailed in the CS; (c) provision of Helpdesk Services for fault reporting.
2.2	Subject to clause 7, Securus will use reasonable endeavours to provide the service availability in accordance with the relevant CS, for managed IPVPN MPLS Services at each Site.  

3.	Centralised Internet Access Services (If Applicable) (This Paragraph 3 will apply if Centralised Internet Access Services are specified in a CS.)
3.1	Centralised Internet Access Services delivers Internet bandwidth speeds from 1Mbps to 1Gbps at a pre-set maximum Committed Information Rate (CIR).
3.2	IP address allocation: IP addresses will be allocated as required in accordance with RIPE regulations. These addresses will be allocated from a range controlled by Securus, are non-transferable and remain under the exclusive control of Securus.
3.3	Bandwidth changes: subject to entering into a new CS and the payment of appropriate charges, the Customer may increase the CIR bandwidth within the range allowed for Internet at any time. The Customer may reduce the CIR bandwidth during the Initial Term provided it is no less than the CIR bandwidth ordered. After the Initial Term the Customer may reduce CIR bandwidth without restriction. 

4.	Internet Access Services (If Applicable) (This Paragraph 4 will apply if Internet Access Services are specified in a CS.)
4.1	Internet Access Services comprises: (a) the provision and support of access line services to the Internet;  (b) installation, configuration and ongoing management and maintenance of the Supplied Equipment identified in respect of each Site in the CS; (c) provision of Helpdesk Services (the details of which are available online) for fault reporting, to Sites.
4.2	Subject to clause 8 below, Securus will use reasonable endeavours to provide uptime service availability in accordance with the relevant CS, for Internet Access Services at each Site.  

5.	Customer responsibilities
5.1	The Customer shall ensure: (a) that Securus and any of its representatives are allowed unencumbered access to all relevant locations where Services are provided and all reasonable requests for information and support are promptly met; (b) the accurate and timely completion of all agreed checks required by Securus to diagnose and repair faults; (c) that all Supplied Equipment is not moved from the location where it is installed without consultation with Securus to minimise the potential for accidental damage and ensure equipment can operate in accordance with normal manufacturers guidelines and parameters; (d) all other related peripherals and equipment supplied and managed by the Customer are in good working order and comply with manufacturer's guidelines for their use and, to the extent that the delivery of the Services is dependent upon them, that they are compatible with such Services.    
5.2	The Customer shall ensure that: (a) Securus (and its agents and other representatives) has unencumbered access to the Customer Environment to the extent necessary for the proper performance of this Schedule; (b) the Services and Supplied Equipment are not misused and that no person attempts to access, reverse engineer, decompile or disassemble any of them or any other hardware or software owned installed or introduced by Securus or Securus' agents or representatives without prior written permission.
5.3	The Customer shall be responsible for any loss or damage to the Customer Environment or the Supplied Equipment which is caused by any form of interference by any person other than at the request or instruction of any person employed or retained by Securus its agents or representatives.

6.	Routine Maintenance
Routine maintenance of the Services may take up to 2 hours each calendar month. Routine maintenance may include, but is not limited to, core switch or infrastructure upgrades, software patches and increases in the central capacity of the Service. Routine maintenance will generally be carried out between 12am and 6am, though routine maintenance is not limited to this period. Securus will use reasonable endeavours to give advance notice of routine maintenance and liaise with the Customer to ensure that disruption to the Services is kept to a minimum. Services will not be considered unavailable during pre-notified maintenance.

7.	Reporting Faults/Service disruptions
[bookmark: _Ref120444089]	The Customer shall report all faults relating to the provision of Services at the earliest possible opportunity. Any disruption shall be deemed to constitute a Major Service Outage unless and until Securus’ Helpdesk is notified that the Customer considers that the disruption does not constitute a Major Service Outage. When reporting a fault the Client should: (a) give a contact name and telephone number for the person making the report; (b) identify the Site to which the fault relates; (c) describe the fault; (d) request and retain any relevant fault reference number; (e) be ready and able to undertake and report the results of testing procedures requested by Securus, its agents, or assigns, to identify the cause and potential remedy for the fault. Such testing procedures may include a visual check of onsite hardware, verifying the status of the hardware display LED’s, basic check of cable seating and power is switched on. The support personnel may also request a hardware reboot via the power switch on the hardware.

8.	Network Availability 
8.1	Core network availability: Securus will use reasonable endeavours to ensure that Services are available for a Percentage Availability at Sites of 99.2% for IPVPN MPLS Services and Internet Access Services and 99.8% for Centralised Internet Access of the uptime service level detailed in the CS. 
8.2	Individual Site network availability: Securus will use reasonable endeavours to ensure that Services are available at each of the Sites for a Percentage Availability of no less than the availability percentages shown in 8.4.
8.3	Percentage Availability: Percentage Availability is determined as (100 x (TOT-TNT)) / TOT, where TOT = the aggregate number of uptime service hours specified in the CS for the provision of Services to Sites (or under clause 8.2, the relevant Site) each month; and TNT = the aggregate number of downtime hours in the relevant month at all the Sites (or under clause 8.2, the relevant Site).
8.4 The Service(s) will meet the targets shown below, and failure to meet said targets will be considered a fault:

	Service Delivery Method
	Latency
	Packet Loss
	Service Availability

	ADSL
	<150ms
	<.05%
	97%

	Fibre Ethernet
	<100ms
	<.05%
	99.2%

	Datacentre Interconnect Ethernet
	<100ms
	<.05%
	99.9%



9.	Fault repair
9.1	Following the report of a fault in accordance with clause 7, or the detection of a fault by the Securus monitoring Service, or Securus otherwise becoming aware of any fault, Securus will use reasonable endeavours to ensure that the average elapsed time (calculated at the end of each relevant month) after a fault has been reported or detected to the time that the service is provided in a way that the fault does not have an adverse business impact on any part of the Customer's business does not exceed 5 hours.
9.2	Securus will use reasonable endeavours to notify the Customer of progress in relation to remedying faults. If during the diagnosis the root cause is found to be a Major Service Outage, or otherwise not to be local network-related, Securus will endeavour to advise on potential areas of end-to-end service disruption (e.g. LAN, or application fault).
9.3	Service restoration and fault repair times targets specified above shall not apply ifthe problem results from (a) a Major Service Outage; (b) interference for which the Customer is responsible or liable under clause 5 or which lies with the Customer Environment; (c) Securus, its agents or assigns not being able to gain access to Supplied Equipment, the Customer Environment or other equipment controlled by the Customer; (d) third-party action being required for the resolution of the incident; (e) the Customer being unable or otherwise fails to provide appropriate on-site assistance with basic diagnosis of the service (a fault outside of business hours will be notified to the nominated representatives of the Customer, so that they are able to decide whether to attend site or not); or (f) Securus, its agents and assigns are prevented from achieving targets as a result of a Force Majeure Event.  If, in the opinion of Securus, the Customer Environment is likely to cause disruption to the Services, Securus may request that the Customer disconnects from the Services until advised that reconnection is possible.  Securus may also require changes such as upgrades or equipment replacement to be made to the Customer Environment prior to reconnection.
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1. SERVICE OVERVIEW

The “Securus Cloud Service” delivers a computing “Resource” as a virtual data centre comprised of three “Resources” which are specified in the Order Form. Each Resource is available for allocation to “Virtual Machines” or “VMs” (or “VM” in the singular) which are software computers that run an operating system and applications.
· “vCPU” (or in the plural “vCPUs”): one or more virtual central processing unit(s) (CPUs) compatible with Intel x86 instruction sets.
· “vRAM”: volatile random access memory used for real-time processing.
· “Storage”: non-volatile media for storing files.
The Securus “Cloud Service” is delivered on a resilient platform in Tier 3 UK data centres and is accessible using a range of connectivity options. A Virtual Firewall is provided as standard for connectivity to the Internet. The resource will be allocated for you to the virtual machines according to the required specification, to be provided and agreed prior to deployment.
2. SERVICE FEATURES

2.1 High Availability Capabilities

“High-Availability” means that the solution has been implemented with resilience at each cloud ‘Node’ and geographically by replicating the data between multiple locations.
High-Availability is provided as follows:
· All vCPU and vRAM Resources are delivered on a multiple server platform able to take the loss of an entire server, whilst maintaining our provisioning metrics. As data is replicated across multiple geographically diverse nodes, in the event that resources aren’t available in one location, they are immediately available in another location thus mitigating against a datacentre failure and ensuring continuity of service.
· Storage is provided on high-grade SSD disks configured into a virtual SAN and replicated in real-time across three Tier 3 Datacentres in the UK. A separate backup data copy is taken and stored where a backup service has been purchased.

2.2 [bookmark: _Ref450552573]Connectivity Options

The network connectivity for your Cloud Service can be provided in one or more of the following ways:
· You can connect the Cloud Service to the Internet using a Virtual Firewall Service (see Section 2.2.1); 
· You can interface the Cloud Service to a L3VPN Service that you have ordered from us, including with resilient network connections if you require them; or, 
· We can provide a Point-to-Point Layer 2 Connection Service to the Cloud on Demand Service.

2.3 Virtual Firewall

The Cloud on Demand Service includes a “Virtual Firewall” which provides the following features:
· Border protection for securing access to the Internet.
· Network address translation.
· Secure site-to-site access via virtual private network (VPN) using IPsec.

2.4 Dedicated Firewall

Where a customer takes network services from Securus, or from Securus Communications directly, they may take a dedicated firewall service which can also be used to secure the Cloud Service.
2.5 Infrastructure Locations

Your Cloud Service will be implemented across our UK data centres. You may add Backup as a Service to your Cloud Service to provide data availability/resilience. We guarantee that the data will never leave the UK unless expressly agreed as part of an international or hybrid-cloud deployment.



2.6 Disaster Recovery as a Service (DRaaS)

Securus may provision a DRaaS solution via the Cloud Service.  These will use either Veeam or Zerto as agreed with you.  The DRaaS solution uses the internet to securely syncronise servers between your environment and the Cloud Service.  Securus are not responsible for maintaining connectivity to the DRaaS solution, unless your solution specifically includes this in the agreement.

Should you wish to invoke DRaaS you will need to log a ticket with servicedesk@securuscomms.co.uk and then follow up with a call to the service desk on +44 (0) 3451 283458.  Securus will take steps to isolate the production network to stop a split brain scenario, and then liven the DRaaS platform.

3 SERVICE IMPLEMENTATION

“Service Implementation” described in this section is the phase between Order Acceptance and Ready for Service, and “Service Operations” as described in section 4 is the phase from Ready for Service until the relevant Service Contract has terminated. In this document, we use the “RACI” Responsibility Matrix to denote our role and your role in Service Implementation and Service Operations processes; each role has one or more of the following letters:
· “R” shall denote “responsible” indicating the party who does the work to achieve the task;
· “A” shall denote “accountable” indicating the party who:
1. is ultimately answerable for the correct and thorough completion of the task,
1. delegates the work to the responsible party; and 
1. approves the work that the responsible party provides.
· “C” shall denote “consulted” indicating the party whose opinions are sought and with whom there is two-way communication; and 
· “I” shall denote “informed” indicating the party who shall be are kept up-to-date on progress, often only on completion of the task or deliverable; and with whom there is just one-way communication.
After Order Acceptance, we will implement the Service as follows:
	Service Implementation
	Us
	You

	Validate Timescales with Vendors (for Single-Tenant)
	RA
	-

	Confirm Customer Commit Date(s) (or Project Plan, where needed) with you
	RA
	CI

	Deploy and test dedicated equipment where applicable
	RA
	CI

	Activate and test Cloud Service
	RA
	CI

	Confirm Ready for Service and provide Handover information
	RA
	CI

	Accept Service as described in the MSA 
	CI
	RA


[bookmark: _Ref451954671]3.1 Ready for Service
The Ready for Service Date for the Cloud on Demand Service will be the latter of the completion of the following:
1. Installation of connectivity on your Site, where applicable.
2. Set-up of the Cloud on Demand infrastructure.
4 [bookmark: _Ref453600230]SERVICE OPERATIONS
4.1 Incident Management
An “Incident” is created when you report a Fault or we discover a Fault with the Service. The process for managing Incidents is described below showing both your and our involvement in the resolution of Faults:
	Incident Management
	Us
	You

	Contact us by email or telephony to explain an issue with the Service
	CI
	RA

	Create an Incident ticket and provide you with a response 
	RA
	I

	1st  line teams examine the Incident symptoms and triage the Incident to one of our 3rd  line teams or any of our 3rd parties
	RA
	I

	Provide you with an update, usually by email, on the Incident cause and how we can resolve it
	RA
	CI

	Collaborate to debug the issue and the underlying Fault
	RA
	RA

	Close the Incident ticket
	RA
	CI


During Incident management, we may need your help in debugging the underlying Fault, in which case, we will contact you by telephone or email. If we cannot reach you, or we do not receive support from you, we may consider that our response times are put on hold, or we may close the Service Request, acting reasonably.
If you believe that you need to raise a concern on any individual Incident, you may do so by contacting one of the company directors directly.

4.2 Change Requests
To change your Cloud Service, you must raise a Change Request Note or request a Standard Change with our NOC by emailing them at servicedesk@securuscomms.co.uk which will automatically generate a ticket.
5 SERVICE BILLING
The Service will be billed as a Set Up Fee and a Recurring Fee as described in the MSA, using the definition of the Ready for Service Date in section 3.1 of this Service Description. Any billing queries should be directed to accounts@securuscomms.co.uk
6 SERVICE LEVELS
The response time and target resolution/completion times differ for each type of request. The following tables define the target response times for the Cloud Service.

6.1 Target Response Time
	Type
	Target Response Time
	Response Content

	Incident
	30 Mins
	Incident acknowledgement; initial incident analysis, where possible

	Service Requests
	4 hours during Business Hours
	Service Request acknowledgement; confirmation of Service Request Type, where possible



6.2 Incidents
If we confirm the Service Request as an Incident, our Support Team will classify the Incident as an Incident Type P1, P2 or P3 according to the gravity of the impact of the Fault, as outlined in the table below. Each Incident Type has a defined Target Resolution Time as described in the table below.
	incident type
	incident description
	target resolution time

	P1
	Complete loss of access to all VMs through the chosen connectivity option described in Section 2.2
Complete loss of access to Storage from all VMs
Loss of firewall service
Total loss of access to the Internet
	1 hour

	P2
	Performance issues
	6 hours

	P3
	Issues relating to a single VM
Service Available with a non-service affecting issue
	8 hours, during Business Hours only



6.3 Service Level KPI Definitions
“Availability” means the ability for the Cloud Service to provide the Resources for one VM. The Availability of the Service is maintained whilst there is no active P1 Incident. 

6.4 Service Level KPIs
The following table outlines the target values for Cloud Service Key Performance Indicators (KPIs):
	service
	kpi
	target

	Cloud Service 
	Availability 
	100%

	Cloud Service
	Implementation 
	5 Business Days for your first Multi-Tenant installation. 
2 Business Days for extensions to existing Multi-Tenant Cloud Service.
For large orders that require us to extend our platforms with significant hardware, a confirmed delivery date will be provided after Order Acceptance.


6.5 Service Credits
We will pay Service Credits in accordance with the MSA. Service Credits, where applicable, shall be paid out at the following trigger levels and amounts based on the following tables:
	KPI
	ACHIEVED SERVICE LEVEL
	SERVICE CREDIT

	Availability
	99.89% > Availability ASL > 99.35%
	 5% of monthly value of Recurring Fees

	
	99.35% > Availability ASL > 98.85%
	10% of monthly value of Recurring Fees

	
	Availability ASL < 98.85%
	15% of monthly value of Recurring Fees
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DATA PROCESSING AGREEMENT

BETWEEN: The Customer

(the “Data Controller”),

AND

Securus Communications Ltd, a company registered in England
No 07971968, having its registered office at Unit 4d Lansbury Business Estate, 102 Lower Guildford Road, Knaphill, Woking, GU21 2EP  (the “Data Processor”).

HEREBY AGREE AS FOLLOWS

1. Definitions, Scope, and Roles of the Parties
1.1 Definitions
1.1.1 This Data Processing Agreement (“DPA”) and the license agreement or other written agreement between the Data Controller and the Data Processor (collectively, the “Agreements”) reflect the Parties’ agreement with regard to the Processing of Personal Data pursuant to the licence of software products, associated support, access to subscription services and/or provision of professional services to the Data Controller by the Data Processor (collectively, the “Services”);
1.1.2 “UK Data Protection Law” means all laws and regulations of the United Kingdom applicable to the Processing of Personal Data, including the UK GDPR and the Data Protection Act 2018, as defined in Appendix A;
1.1.3 “EU Data Protection Law” means all laws and regulations of the European Union, the European Economic Area and their member states, Switzerland and the United Kingdom applicable to the Processing of Personal Data under the Agreements including Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (“GDPR”);
1.1.4 “Processing”, “Personal Data”, “Data Controller”, “Data Processor”, “Sub-Processor”, “Personal Data Breach”, “Data Protection Impact Assessment”,“Data Subject”, “Data Subject Rights”, “Third Countries” and “Supervisory Authority”’ have the meaning ascribed to them in UK Data Protection Law.

1.2 Scope
1.2.1 This Data Processing Agreement applies to the Processing of Personal Data set out in Agreements executed by the parties insofar as the Processing is subject to UK Data Protection Law;
1.2.2 The duration of the Processing shall be the duration of the Agreements unless otherwise agreed in writing;
1.2.3 Subject matter, nature and purpose of the Processing, the categories of Personal Data, the types of Data Subjects, and purposes for which the Personal Data are being processed are those set out in the Agreements and/or Schedule 2.

1.3 Roles of the Parties
1.3.1 The Data Controller will determine the scope, purposes, and manner by which the Personal Data may be accessed or processed by the Data Processor;
1.3.2  The Data Processor may exercise its own discretion in the selection and use of such technical means as it considers necessary to pursue those purposes, subject to the requirements of this Data Processing Agreement;
1.3.3 The Data Processor must process the Personal Data only in accordance with the Data Controller’s written instructions in such manner as — and to the extent that – is appropriate for the provision of the Services, except as required to comply with a legal obligation to which the Data Processor is subject; in such a case, the Data Processor must inform the Data Controller of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest;
1.3.4 The Data Controller must ensure its instructions comply with UK Data Protection Law;
1.3.5 The Data Processor must immediately inform the Data Controller if, in its opinion, an instruction infringes UK Data Protection Law
1.3.6 The Data Controller warrants that it has all necessary rights to provide the Personal Data to the Data Processor for the Processing to be performed in relation to the Services;
1.3.7 To the extent required by UK Data Protection Law, the Data Controller is responsible for ensuring that any necessary Data Subject consents to the Processing are obtained, and for ensuring that a record of such consents is maintained;
1.3.8 Should consent to the Processing be revoked by the Data Subject, the Data Controller is responsible for communicating the fact of such revocation to the Data Processor.

2. Confidentiality
2.1 Without prejudice to any existing contractual arrangements between the Parties, the Data Processor must treat all Personal Data as strictly confidential;
2.2 The obligations of confidentiality will apply during the term of this Agreement and will survive indefinitely upon termination of this Agreement.



3. Data Processor Personnel
3.1 The Data Processor must make Personal Data available only to those personnel performing Services in accordance with the Agreements;
3.2 The Data Processor must take commercially reasonably steps to ensure the reliability of any personnel engaged in the Processing or Personal Data;
3.3 The Data Processor must ensure that all personnel engaged in the Processing of Personal Data have:
3.3.1 been informed of the confidential nature of the Personal Data;
3.3.2 received appropriate training on their responsibilities;
3.3.3 signed an appropriate confidentiality agreement, are otherwise bound to a duty of confidentiality, or are under an appropriate statutory obligation of confidentiality. The obligation to treat Personal Data pursuant to such confidentiality obligations must survive the termination of the engagement of those personnel.

4. Security
4.1 The Data Processor must implement appropriate technical and organisational measures to ensure a level of security of the processing of Personal Data appropriate to the risk. These measures will include as appropriate:
4.1.1 the pseudonymisation and encryption of personal data;
4.1.2 the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;
4.1.3 the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident;
4.1.4 a process for regularly testing, assessing, and evaluating the effectiveness of technical and organisational measures for ensuring the security of theprocessing of Personal Data;
4.1.5 measures to identify vulnerabilities with regard to the processing of Personal Data in systems used to provide services to the Data Controller;
4.1.6 the measures agreed upon by the Parties in Schedule 3.

4.2 The Data Processor will at all times have in place an appropriate written security policy with respect to the processing of Personal Data.


5. Ongoing Improvements to security
5.1 The Parties acknowledge that security requirements are constantly changing, and that effective security requires frequent evaluation and regular improvements of outdated security measures;
5.2 The Data Processor will therefore evaluate the measures as implemented in accordance with Article 6 on an ongoing basis and will tighten, supplement and improve these measures in order to maintain compliance with the requirements set out in Article 6;
5.3 The Parties will negotiate in good faith the cost, if any, to implement material changes required by specific updated security requirements set forth in applicable data protection law or by data protection authorities of competent jurisdiction;
5.4 Where an amendment to the Service Agreement is necessary in order to execute a Data Controller instruction to the Data Processor to improve security measures as may be required by changes in applicable data protection law from time to time, the Parties shall negotiate an amendment to the Service Agreement in good faith.

6. Compliance documentation and audits
6.1 The Data Controller and the Data Processor will maintain records of Processing Activities. Parties shall cooperate to fulfil the obligation to maintain such records. Any material change made by a Party shall be notified to the other Party without undue delay. Each Party shall bear its own costs for its own records of Processing Activities;
6.2 At the request of the Data Controller, the Data Processor must make available all relevant information necessary to demonstrate compliance with UK Data Protection Law and shall allow for and contribute to audits, including inspections, by the Data Controller (or an independent, third-party auditor appointed by the Data Controller) in relation to the Processing of Personal Data;
6.3 Any audit shall be carried out on reasonable prior written notice of no less than 30 days and shall not be carried out more than once a year;
6.4 The Data Processor will cooperate with such audits carried out by or on behalf of the Data Controller and must grant the Data Controller´s auditors reasonable access to any premises and devices involved with the Processing of Personal Data under the Agreements;
6.5 The Data Processor will provide the Data Controller and/or the Data Controller´s auditors with access to any information relating to the Processing of the Personal Data as may be reasonably required by the Data Controller to ascertain the Data Processor´s compliance with this Data Processing Agreement;
6.6 Third-party auditors appointed by the Data Controller must be independent and must not be competitors of the Data Processor.

7. Transfer of Personal Data to Third Countries
7.1 The Data Processor must immediately notify the Data Controller of any permanent or temporary transfers of Personal Data to a country outside of the European Economic Area without an adequate level of protection within the meaning of UK Data Protection Laws;
7.2 The Data Processor must only perform such a transfer after obtaining written authorisation from the Data Controller, which may be refused at its own discretion;
7.3 To the extent that the Data Controller or the Data Processor are relying on a specific statutory mechanism to normalise international data transfers that is subsequently modified, revoked, or held in a court of competent jurisdiction to be invalid; the Data Controller and the Data Processor agree to co-operate in good faith to promptly terminate the transfer or to pursue a suitable alternate mechanism that can lawfully support the transfer.

8. Personal data breach notification
8.1 The Data Processor must notify the Data Controller without undue delay after becoming aware of any breach of security and/or confidentiality leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, the Personal Data, or any indication of such breach having taken place or being about to take place;
8.2 Any notifications made to the Data Controller shall be addressed to the employee of the Data Controller whose contact details are provided in Schedule 1 of this Data Processing Agreement, and shall contain:
8.2.1 a description of the nature of the incident, including where possible the categories and approximate number of data subjects concerned and the categories and approximate number of Personal Data records concerned;
8.2.2 the name and contact details of the Data Processor’s data protection officer or another contact point where more information can be obtained;
8.2.3 a description of the likely consequences of the incident; and
8.2.4 a description of the measures taken or proposed to be taken by the Data Processor to address the incident including, where appropriate, measures to mitigate its possible adverse effects.
8.3 The Data Processor must make reasonable efforts to identify the causes of such a breach and must take necessary and reasonable steps in order to remediate the cause the breach;
8.4 Upon the Data Controller’s request, the Data Processor shall provide the Data Controller with reasonable co-operation and assistance to fulfil the Data Controller’s obligation under GDPR to notify a Personal Data Breach to the Supervisory Authority and to communicate on a Personal Data Breach to the Data Subject. Provided the Personal Data Breach is not due to the Data Processor’s breach of its obligations under this DPA, the Data Controller will be responsible for any cost arising from the Data Processor’s provision of such assistance.

9. Sub-Processors
9.1 The Data Processor must not subcontract any of its Service related activities consisting of the Processing of the Personal Data or requiring Personal Data to be processed by any third party without the prior written authorisation of the Data Controller;
9.2 The Data Controller authorises the Data Processor to engage the Sub Processors inSchedule 4 for the Service related activities specified and as described in Schedule 2;
9.3 Data Processor shall inform the Data Controller of any addition or replacement of such Sub-Processors giving the Data Controller an opportunity to object to such changes;
9.4 The Data Processor must:
9.4.1 ensure that the Sub-Processor is bound under a written contract by the same data protection obligations of the Data Processor under this Data Processing Agreement; and
9.4.2 impose on its Sub-Processors under a written contract the obligation to implement appropriate technical and organizational measures in such a manner that the Processing will meet the requirements of UK Data Protection Law; and
9.4.3 supervise the Sub-Processor’s compliance thereof.
9.5 The Data Processor shall be liable for the performance of its Sub-Processors to the same extent it would be liable if performing the Services of each Sub-Processor directly;
9.6 To ensure compliance with the obligations imposed on the Data Processor by this Agreement, the Data Controller may request that the Data Processor:
9.6.1 audit a Third Party Sub-Processor; or
9.6.2 provide confirmation that such an audit has occurred; or
9.6.3  obtain (or assist the Data Controller in obtaining) a third-party audit report concerning the Sub-Processor’s operations. The Data Controller will be responsible for any cost of third-party audit reports.

10. Returning or destruction of personal data
10.1 Upon the Data Controller’s written request made within thirty days after the effective date of termination of the Agreements, the Data Processor shall, at the discretion of the Data Controller, either delete, destroy or return all Personal Data to the Data Controller and destroy or return any existing copies stored in its environment. After such a 30-day period, the Data Processor will have no obligation to maintain or provide any Personal Data and will thereafter delete Data Controller data from the services unless legally prohibited;
10.2 The Data Processor must notify all Sub-Processors of the Personal Data of the termination of the Data Processing Agreement and must ensure that all Sub- Processors either destroy the Personal Data or return the Personal Data to the Data Controller, at the discretion of the Data Controller.

11. Data Subject Rights
11.1 The Data Processor must, to the extent legally permitted, promptly notify the Data Controller if it receives a request from a Data Subject to exercise any of the Data Subject’s Rights under UK GDPR;
11.2 Taking in account the nature of the Processing, the Data Processor must assist the Data Controller by appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the Data Controller’s obligation to respond to requests for exercising the Data Subject’s Rights under the UK GDPR;
11.3 To the extent the Data Controller, in its use of the Services, does not have the ability to address a Data Subject request, the Data Processor shall, upon the Data Controller’s request, provide commercially reasonable efforts to assist the Data Controller in responding to such requests, to the extent the Data Processor is legally permitted to do so and the response to such Data Subject request is required under UK Data Protection Law. The Data Controller will be responsible for any cost arising from the Data Processor’s provision of such assistance;

12. Assistance to the Data Controller
12.1 Upon the Data Controller’s request, the Data Processor shall provide the Data Controller with reasonable cooperation and assistance needed to fulfil the Data Controller’s obligations under the GDPR to carry out a Data Protection Impact Assessment related to the Services to the extent the Data Controller does not otherwise have access to the relevant information, and to the extent such information is available to the Data Processor. The Data Controller will be responsible for any cost arising from the Data Processor’s provision of such assistance.
12.2 Upon the Data Controller’s request, the Data Processor shall provide the Data Controller with reasonable cooperation and assistance needed to fulfil the Data Controller’s obligations under the GDPR to implement and maintain appropriate organisational and technical measures insofar as this relates to the Data Processor’s Services in scope of this DPA. The Data Controller will be responsible for any cost arising from the Data Processor’s provision of such assistance.

13. Cooperation with supervisory authorities
13.1 The Data Processor shall assist the Data Controller in ensuring compliance with the obligations pursuant to prior consultations with supervisory authorities required under Article 36 of the UK GDPR taking into account the nature of processing and the information available to the Data Processor. The Data Controller will be responsible for any cost arising from the Data Processor’s provision of such assistance; 
13.2 The Data Controller and the Data Processor will cooperate with competent Supervisory Authorities as required by the UK GDPR. The UK’s supervisory authority is the Information Commissioner's Office (ICO);
13.3 If a party is subject to investigative or corrective powers of a Supervisory Authority, this Party must inform the other Party without undue delay, insofar as it relates to the data Processing covered by this DPA;
13.4 Parties shall provide reasonable assistance to each other to fulfil the obligation to cooperate with Supervisory Authorities. Each Party is responsible for its own costs arising from the provision of such assistance.

14. Liability and indemnity
14.1 The Data Processor indemnifies the Data Controller and holds the Data Controller harmless against all claims, actions, third party claims, losses, damages and expenses incurred by the Data Controller and arising directly or indirectly out of or in connection with a breach of this Data Processing Agreement and/or the Applicable Data Protection Law by the Data Processor;
14.2 The Data Controller indemnifies the Data Processor and holds the Data Process harmless against all claims, actions, third party claims, losses, damages and expenses incurred by the Data Processor and arising directly or indirectly out of or in connection with a breach of this Data Processing Agreement and/or the Applicable Data Law by the Data Controller.

15. Miscellaneous
15.1 In the event of any inconsistency between the provisions of this Data Processing Agreement and the provisions of the Service Agreement, the provisions of this Data Processing Agreement shall prevail;
15.2 In the event that any of the provisions of this Agreement are held to be invalid or unenforceable in whole or in part, all other provisions will nevertheless continue to be valid and enforceable with the invalid or unenforceable parts severed from the remainder of this Agreement; 
15.3 This Agreement will be governed by and construed in accordance with the laws of England.
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	Date











Schedule 1: Contact Information for the Data Controller

	




Schedule 2: Personal data

The following table shows personal data that will be processed in the scope of the Service Agreement, and the purposes for which this data will be processed:

	Subject matter of the processing
	To enable Securus to provision the Virtual Data Centre services:

1. Assist the Customer in provisioning the services.
2. Analysis, monitoring and reporting in relation to the Services.

	Duration of the processing
	Duration of the Master Services Agreement

	Nature of the processing
	1. The provision of Virtual Data Centres on which the customer hosts servers / services.
2. The Disaster Recovery as a Service (DRaaS) which the customer uses to invoke a Disaster Recovery operation

	Type of Personal Data
	· User Account Information
· Username / Email / ObjectID

	Categories of Data Subject
	· Staff
· Customers
· Suppliers






Schedule 3: Processing personnel

Securus will install Virtual Data Centres and DRaaS solutions for customers, but do not retain access to the services unless specifically authorised by the Customer.

	Domain
	Practices

	Governance
	Securus has named a Director as being responsible for coordinating and monitoring security rules.

Securus staff who have been granted access to data by the Customer are subject to confidentiality agreements.

Securus operates a regular and robust risk management process.


	Human Resources Security
	Securus undertakes regular training in Information Security and the roles and responsibilities of individuals and the company.


	Physical Security
	Securus limits physical access to locations where information systems exist that process customer data.  Only idenitifed individuals are allowed access to these locations.


	Communications and Operations Management
	Where contracted to by the Customer, Securus takes backups of servers and stores these securely in the Virtual Data Centre.

Securus encourages customers to install anti-virus and anti-malware software onto all assets installed into the Virtual Data Centre.



	Information Security Incident Management 
	Securus maintains an Incident Management process in the event of a data breach.


	Business Continuity Planning
	Securus maintains a Business Continuity Plan for recovering services in the event of power or data loss.




Schedule 4: List of current Sub-Processors

NONE






Appendix A: Applicable legislation
This agreement refers to Securus’s obligations with respect to, but not exclusively limited to, the following UK and EU Data Protection Legislation.

The United Kingdom is now following the UK GDPR, which is derived from the EU GDPR. UK GDPR works in conjunction with the Data Protection Act 2018, which provides additional provisions and clarifications specific to the UK.

United Kingdom
 Data Protection Act 2018;
 UK General Data Protection Regulation (UK GDPR);
 The Privacy and Electronic Communications Regulations (PECR).

European Union
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC ‘General Data Protection Regulation (GDPR)’.
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